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Corporate computing environments are becoming more complex. The
presence of innumerable applications in a large computing environment
coupled with the presence of knowledge workers, working from within the
e organization and remotely leading to Compliance, Security and Productivity
il // Issues.
L “senne d SOX and PCI Requirement
w— Access to critical enterprise data like corporate financials or personal data like
- heath records or credit card information need to managed. Access should be
limited, authorized, disabled as needed. Approvals needs to be documented
for reports
Security Challenge
According to leading research reports 40-60% accounts listed in AD or any
critical applications are orphan account leading to security and compliance
comprehensive Identity Management solution in issues. Most enterprises lack process or automation to periodically disable
orphan accounts as organizations transform.
Productivity Loss
patent pending RapidConnector platforms provide It could take anywhere from 3 to 12 weeks to provision a new user to be fully

. productive in an enterprise. Most of the required approvals are not secured or
Agent Less, Non-API based connectivity to AD,  gocumented for compliance.

e Franan

IMAG®O, enables organizations to implement a

less than a week at a fraction of cost. Apere’s

non-AD, web enabled, client/server, custom/legacy  Apere’s IMAG- Identity Management Solution

applications, and network devices.. Apere’s IMAG provides low-cost easy-to-use Identity Management Solution. In
addition to standard connectivity to AD, LDAP, UNIX platforms like HP-UX,
IBM-AIX, Linux and Data bases IMAG’'s patent pending RapidConnector

Ee Appliance based turnkey solution technology provides agent less connectivity to applications like SAP, Globus,
>  No API's- Agent Less Metavante etc. IMAG deployment does not require elaborate software
>  Self Service Password Reset development or consulting services to integrate legacy, custom or client
> Self Service Account request server applications. IMAG can be deployed with failover and disaster recover
>  SSO for web/ hosted applications configuration to provide uninterrupted service to enterprises.
>  Fail over support . .
> Disaster recovery across WAN IMAG — Centralized Identity management
> 1dM for Network Devices IMAG’s provides one time setup with auto discovery mechanisms to

automatically identify applications in the network. IMAG centralized users
across HR databases, Applications, Domain controllers and network
infrastructure for centralized user access management with self service portal

. Centralized Identity management
>  Auto discovery of Applications

> Reconcile users across HR, AD for password resets and account requests. Administrators can now centrally
»  Centralized User access creation create, disable users. Dynamic work flow enables securing approvals to
> Centra_llzed User F’e"?“on . provision a new user or change user access based on roles. Approvals are
> Periodic synchronization with HR documented for compliance and forensics.
>  Centralized IdM for Switches
>  Centralized IdM for hosted Applications IMAG — Self Service Portal for Password Reset

like Salesforce etc IMAG offers a host of self-service solutions like self-service password

management, account management, user profile updates through portals,
which can be integrated into intranet portal, SSLVPN portal. This helps
organizations significantly reduce the IT costs and increase productivity.

. e |dentity management for AD, LDAP, Novell

eDir, with Cluster support for HP-UX, Linux,
Solaris. RACF, Oracle backend etc

e RapidConnector Hosted web enabled
applications like Sales force, Sharepoint

e Client Server, Legacy application support
with RCA appliance — Metavante, Globus
etc

IMAG — TrueSSO for hosted and Web applications
IMAG provides Agent less SSO for hosted and web applications. Please refer
to IMAG-TrueSSO data sheet for more information. IMAG also provides a
mechanism to create anonymous user accounts with passwords and logs the
users transparently. This would enhance security especially for remote or
. e  Comprehensive Self Service account outsourced employees.
request portal with workflow support.
e  Specific start and end dates
e  Email reminders for renewals
e  Remote request capability with SSLVPN
integration

IMAG- Compliance reports

IMAG’s one click, centralized and customizable reporting mechanism helps
provide a wide variety of reports helping organizations stay compliant. IMAG’s
automatic schedule driven, archivable reporting mecnahsims helps
organizations stay compliant with regulations like PCI, SOX, HIPAA, GLBA,
. Dynamically configurable workflow for approvals BS7799 etc.

Periodic reports for compliance SOX, PCI e
Specifications

2x10/100/1000 Ethernet Ports (Ingress, Egress) 1 x 10/100/1000 Management
Port

. Centralized one click compliance reporting — . .

PCI,SOX,HIPAA,GLBA,BS7799 etc Dimensions _

e 1.7"in (Height), 16.8" (Width), 14.0"(Depth)

e  Weight 14.5 Ibs (6.6 kg)

e 1 U Rack mountable
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