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IMAG500 provides centralized window to delete accounts when an employee leaves the 
company, this event is logged, notified and reported for compliance and audit trails.

Apere’s patent pending rapid connect technology can be used to create role specific 
macros that can be applied to ensure users belonging to specific roles can only access 
required applications. 
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Access control processes
 “Review accounts and privileges and discover who has been given approval to access 
sensitive information or conduct certain business processes”. 

Apere’s IMAG500 provides work flow driven user management portal. Administrators 
can automate the complete process to get request, secure approvals, provision or delete 
users and provide complete documentation of the process.

Password management
“Identify the current password procedures and possibly deploy a single sign-on 
technology. Develop a password plan that makes it easier for users to remember their 
passwords so they avoid writing them down”.
Apere’s IMAG500 is the worlds first all in one appliance based identity management and 
password management solution. IMAG500 provides a Self Service Reset Password portal 
making it easy for users to administer passwords on their own, yet allowing organizations 
to enforce strong password policies.
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IMAG500 provides enterprises a mechanism to roll out a password management policy to 
enhance security and meet compliance needs. IMAG’s policy manager can roll out 
password policies like size of the password and enable periodic password changes with 
email remainders. Logs and reports are maintained per user for compliance and audit 
trail.

Figure - Password Rule page where IMAG can set the rules for password creation.

Audit trails
“By collecting and keeping accurate audit trails, companies gain a big benefit by 
allowing an investigator the ability to capture a point-in-time snapshot of system 
activity. For example, an administrator could look at who had access to an application a 
year ago to determine the source of suspected fraudulent activity”. 

Compliance based reporting and audit trails enablement is some of the most common 
customer pain points that IMAG500 has successfully solved in the various customer 
deployments. The reports that can be generated by IMAG detailing out various 
parameters related to a user account’s status are very useful for having a detailed audit 






