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Understanding Roles, Entitlements and Controlling access to
SharePoint

Business Roles

Enterprises have comprehensive role definitions in the HR databases with accurate start
and end dates of employment. Organization role des cr i be tdreportingndi vi du a
structure and responsibilities. Across each employee his personal data is also stored in the
database like home address, employee identification number, social security number any
history of prior employment. The exact definition of a specific role can also be realized
from this data base like Treasurer, auditor, Accounts receivable. Organization
information is also stored in HR systems like finance, engineering, sales. Organization
information with the |l ocation information o

controllers.

What are they used for? Business roles define the governance polices in an
organization. HR database provides immediate information regarding the status of
employment. Governance policies are drawn based on the business roles. If an individual
role changes, the relative governance policies also change. It becomes imperative to track
changes in roles, and the entitlements for corporate governance or for regulatory
compliance needs.

Howis it don& 1 As part of audit or governance review, the roles are gathered from HR

databases and manually reconciled with entitlements from applications. This process

becomes very error prone, as the applicatio
the HR database.
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IT Roles and Groups

IT roles or group definitions are a coarse definition of an organization to enable network

partitions and to some extent enable application access. Typical IT group definitions are

Finance, Engineering, Sales group, supportgroupand|l oc at i o n likeLaiferdia OUO s
Unit, New York unit.
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SR Group R Gmup
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Fnance
GRP

These definitions are adequate to allocate network, application resources like enabling
email services, creating network and domain accounts, segmenting networks for
bandwidth management. Domain controllers create fairly complex and comprehensive
groups to manage user access like groups for Printer access, VPN access. Domain
controllers are used as a primary source of authentication to allow user into the network.

Active Directory dominates the market share as Domain controller and authoritative
source for every IT organization. New accounts are added, deleted and groups are
modified in AD when any changes are recorded in HR system this process is usually
manual and sometimes smart IdM solutions can detect and update AD as the first step.

What are they used fon? IT groups and OU definitions help identify the user by user
authentication. Group definition provide a coarse level of demarcation based on groups of
applications that user belongs to for authentication.

How is it don@ i When a new hardware infrastructure is added like a VPN with
authentication pointing to Active Directory. New group is added in the domain
controllers called VPN-GRP, OU groups or user groups from earlier definitions are added
as subscribers to the VPN-GRP like Sales-GRP, Engineering-GRP. Once this is done
every user belonging to either Sales-GRP or Engineering-GRP will have a valid user
authentication from VPN.

Authenticating a user is a key function for IT roles and not entitlements management.
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Groups, Users,Roles in SharePoint

Most SharePoint deployments are tightly integrated to Active Directory for authentication
and group management. New groups can also be created in SharePoint in addition to the
AD groups. New groups are often created inside SharePoint independent of Active
Directory, as quite often SharePoint Portal administrator are not an authorized AD
administrator.

Privilege management is done in SharePoint. Active Directory user groups or Special

groups in SharePoint are assigned with specific roles and privileges. Privileges like which

groups or specific users can access which portal and are they allowed reading or

modi fying etc. This privilege information ¢
SharePoint administrative portals have to be accessed to gather this data and

reconciliation of users with business roles becomes essential to certify the access.

Applications, like SharePoint on the other hand maintain more comprehensive roles in
their data bases to allow specific levels of access the applications. Treasurer is a role in a
Finance organization with a specific access to required set of privileges or entitlements in
the application, other examples could be Bond Trader, Cashier, Doctor, Nurse, Sales-
manager, Support-engineer, VP Finance, CFO, Internal-Auditor, external-Auditor and
AR-Manager. Each of these roles requires specific levels of entitlements designated
applications. An auditor may only have entitlement to only read in several applications
with no edit privileges on the other hand the controller may not be able to read modules
other than what his current role requires.
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. * Creat t
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What are they used foii? Application entitlements are usually provided clearly keeping
in mind the functional role and security. Application administrator define the entitlements
primarily based on security rather than governance.

How is it don@ 1 When a new employee joins an organization, a new request to access
an application is followed with sequence of approvals. Most organizations rely on emails
requests and responses to document the approvals. Depending upon what has been
requested and approved the application admin provides the entitlements when the user
account is provisioned. Though governance entitlement is reviewed when new accounts
are created, most of the time this is beyond the scope of an application admin. Some key
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applications like SAP, Oracle now provide embedded governance modules which pays
attention to entitlements to certain extent.

Governance z Active Directory may not be enough!

Governance and Compliance audit require review of individual and group roles and their

entitlements to critical applications. Business role definitions need to be mapped to

Applications roles with appropriate entitlements. Though several applications have added

extensive compliance modules to control access and audit, relationships between business

roles and application roles are not established. Group definitions in domain controllers

and directory services | ike Acterbwinesoi rector
roles or application roles but used for user authentication only.

Several financial organizations have stringent internal governance policies for audit. In
addition government required certifications for SOX, GLBA, HIPAA and PCI require a
periodic review and recertification of applications entitlements. Only authorized users
and user groups are required to have active access to applications with client personal and
financial data.

Building a Role Matrix

What is a role matrix? Role matrix builds a relationship between the individual, role and
the application entitlements. Example, a treasurer role needs to get mapped to qualified
applications with a detail on the entitlements that he or she allowed to do per application
and file system share. This process should be repeatable with accuracy and consistency.
Entitlements could be file shares, specific attributes and privileges in the application.
Roles should be related to the business role or to an authoritative source like payroll
system.

http://www.apere.com

Page 5



Roles, People and Resource mapping — No Agents!
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Building an Identity Matrix

Identity Matrix is natural extension of the role matrix. Specific users, user groups, IT
groups where possible are mapped across business and application roles. The user data is
either secured from Active Directory or authoritative source like HR data base. The user
names across applications are usually not the same as in HR or Active Directory.
Reconciliation has to be done to establish relationship between all the users across

network, applications, domain controllers and HR systems.
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