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Enabling KSecure Business IMAG-Active Directory Virtualization

Datasheet

Enterprises today continue to deploy and expand Active
Directories as centralized authentication source. As new
organization units and work groups are created in Active
Directory to manage users across the company, there is a need
to have multiple system administrators to control and manage
these set of users. This system administrator’'s role should be
limited only to a specific set of users or organization or a group in
Active Directory. These system administrators could be front
desk operators or managers who would like a simple and easy to
use Graphical User Interface to manage the user accounts.
Outsourced IT services pose yet another problem of limiting
remote administrators to specific roles for security and
compliance reasons.

Outsourced ) > IMAG
IT IMAG provides an easy to use interface to create groups of

FrontDesk

system administrators with different roles and privileges thus
limiting them to specific tasks. Easy to use web interface masks
the complexities of Active Directory management and limits the
specific administrators to their role. Comprehensive Self Service
portal enables end users to reset their passwords or request for
new accesses. IMAG secures necessary approvals before
creating or modifying accounts. Notification emails are sent to
provide self service portal with workflow for end users respective parties on account changes, audit trail is also
maintained. IMAG also provides a protective layer between
external facing SSLVPNs from causing account locks in AD by
hacker logins. Extensive quarterly reports are generated for SOX
and PCI recertification.

IMAG provides virtualization layer for Active Directory to

enable segregation of duties for administrators and

. Enable Self Service Password Reset for end users

e Enable Self Service account request with approvals

. Protect fro_m external device authentications like SSL IMAG for Multiple ADs
VPNs locking AD accounts. IMAG can be configured to virtualize multiple Active Directories
e Enable and limit groups of administrators only to specific across LANs and WANs. Administrators can now generate
roles comprehensive user profile reports across multiple ADs
o  Automated work flow based authorization for any periodically without waiting for actual consolidation to be done.

updates to Active Directory

. Enable unlimited simultaneous accesses to Active

Directory with audit trail Guest group management by IMAG

IMAG can be setup to manage multiple guest groups in one or
many Active Directories. IMAG provides complete guest user
access life cycle management including password reset and user
authentication.

e Limit outsourced IT administrators to specific roles, with
audit trail

e  Automatic Email trail on account changes

e Centralize AD reports and views for administrative
management
Specifications
2x10/100/1000 Ethernet Ports (Ingress, Egress) 1 x 10/100/1000
Management Port

e  Quarterly reports on activity for SOX and PCI

Dimensions
e 1.7"in (Height), 16.8” (Width), 14.0"(Depth)
e  Weight 14.5 Ibs (6.6 kg)
. 1 U Rack mountable

Standard Warranty Coverage
e 1 year Hardware & Software
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