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Enterprises today have several applications across multiple domain controllers 

requiring users to remember multiple user login accounts and passwords. 

Users leave their passwords written on their desks causing security issues. 

Today, 40% of help desk calls are to reset passwords or reset locked 

accounts. Organizations with 1000 or more employees incur close to $250K-

1M on help desk costs or lost productivity.

SOX, HIPAA and PCI compliance mandate periodic password resets to 

applications with critical enterprise data like financials, patient health records, 

and credit card information.  In addition, PCI specifically requires the 

administrators of infrastructure devices like switches, routers, servers and 

applications to not only reset passwords periodically but also to maintain an 

audit trail.

IMAG

IMAG provides a comprehensive self service password reset portal that can 

be integrated with an intranet portal, SSL VPN portal or NAC device. IMAG’s 

RapidConnector platform enables password reset capability across a variety of 

domain controllers and applications like Active Directory, LDAP, eDir, MAC

HP-UX, Solaris and mainframe domain controllers, applications like domino 

and RACF. RapidConnector easily integrates web, hosted, client server and 

legacy applications with no need for APIs.

Password Policies for SOX and PCI

IMAG can be configured to implement complex password policies on length, 

dictionary attacks and reset times. Reminder emails will be sent to users to 

reset passwords; notification emails will also be sent with any changes to 

accounts. Audit records are maintained for compliance reports and audit trails.

Administrator management for PCI

IMAG also provides a comprehensive group management feature to associate 

and manage passwords for shared accounts like administrator accounts of

infrastructure devices like switches, routers and servers. PCI requires that the 

administrator access be managed when the infrastructure is in the PCI data 

path.  Automatic password resets are triggered with passwords reset and sent 

to new groups.

Specifications
2x10/100/1000 Ethernet Ports (Ingress, Egress) 1 x 10/100/1000 
Management Port

Dimensions 
 1.7” in (Height), 16.8” (Width), 14.0”(Depth) 
 Weight 14.5 lbs (6.6 kg) 
 1 U Rack mountable 

Standard Warranty Coverage 
 1 year Hardware & Software

IMAG provides agent-less, comprehensive 

self service password reset for all enterprise 

applications. SOX and PCI compliance 

mandate periodic password resets for users 

and administrators with access to critical 

data. IMAG can be easily integrated with SSL

PVN, NAC and Intranet portals.

 Self Service password reset portal

 Supports Active Directory (GINA) for 
desktop password resets

 Self Service Reset for Domino, RACF, 
LDAP,  AD, eDir, HP-UX and Solaris 
platforms

 Self Service reset for web, custom,
legacy and client-server applications

 Self service password reset of 
remotely hosted applications like 
Google Apps, Sales Force, ADP etc

 Password Reset policies to enable 
SOX and PCI compliance for 
unsupported applications

 Management of group accounts with 
common passwords like admin 
accounts for PCI compliance

 Password synchronization across 
multiple applications

 Complex password policies based on 
length, time etc

 Automatic email reminders on 
password expiry. Self service portal to 
reset passwords eliminate help desk 
calls

 Extensive reporting for audit trail and 
compliance needs

 Quarterly reports on activity for SOX 
and PCI
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